Introduction
Hardly a day goes by without yet another report of significant information security vulnerabilities. Some of the most recent attacks, such as the heartbleed bug (MITRE, 2014a) and the shellshock bug (MITRE, 2014b) , have focused on core functionalities. The former vulnerability is in an implementation of an Internet-wide protocol (SSL) and the latter vulnerability is in a widely used UNIX command-line interpreter (bash).
After decades of substantial investment into cybersecurity, it is almost unfathomable that such vulnerabilities continue to expose societies to potentially significant exploitation. In the author's view, the existence of these vulnerabilities reflects the complexity of the cybersecurity space and suggests that the existing paradigms for identifying, responding to, or mitigating vulnerabilities and their potential exploitation are failing. Given the perceived ad hoc nature of cybersecurity, which is usually exemplified by patching systems in response to identified vulnerabilities, there is an emerging belief that the foundations of cybersecurity need to be revisited with a sound theoretical/scientific perspective.
It is through a sound theoretical/scientific perspective that we can evolve cybersecurity from its current (largely) ad hoc nature, to a foundation that is well-principled and informed by scientifically-based tenets (Schneider, 2012) . Such a theoretical foundation then informs a rigorous engineering discipline, which, it is hoped, will positively impact cybersecurity postures.
However, a difficulty facing researchers, funding agencies, government, and industry is how to assess putative contributions to such a theory. In this article, we synthesize a framework for assessing scientific contributions to cybersecurity. The framework was motivated by the author's involvement with various initiatives in the science of cybersecurity and the need to ascertain whether contributions were truly progressing and contributing to such a nascent science. Particularly, given that development of such a science will be a multi-decade exercise, being able to measure progress and contributions, at least incrementally, would provide important objective input into both research and funding decisions.
Through a synthesis of existing work on evaluating scientific theories and contributions, a framework for assessing scientific contributions is presented. By way of example, the framework is then applied to two contributions to the science of cybersecurity. The science of cybersecurity is slowly emerging. As the science and its theories emerge, it is important to extract the key contributions that characterize actual progress in our understanding of cybersecurity. Researchers and funding agencies will be interested in the assessment framework as a means of assessing scientific contributions to cybersecurity. In a nascent research area such as the science of cybersecurity, this article may contribute to a focused research program to accelerate the growth of the science.
The philosophy of science is about as useful to scientists as ornithology is to birds.
Attributed to Richard P. Feynman (1918 -1988 Theoretical physicist " " 6 www.timreview.ca
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First, we introduce the concept of theory and an approach to building theory. We then review the literature on measuring progress in science and assessing theories. The key concepts arising from the literature are then synthesized into a framework for assessing scientific contributions to cybersecurity. Finally, we demonstrate the use of the framework by applying it to two scientific contributions in cybersecurity.
Building Theories
Theory refers to "a well-confirmed type of explanation of nature, made in a way consistent with the scientific method and fulfilling the criteria required by modern science" (Wikipedia, 2014) . Weber (2012) notes that "theories provide a representation of someone's perceptions of how a subset of real-world phenomena should be described" and defines theory as "a particular kind of model that is intended to account for some subset of phenomena in the real world". However, Weber also offered a slightly different definition of theory in an earlier article: "an account that is intended to explain or predict some phenomena that we perceive in the world" (Weber, 2003 ).
Weber's work builds upon an ontology described by Bunge (1977 Bunge ( , 1979 , which is used to define theory-related concepts. The key assumptions, as described by Weber (2003) , can be summarized as follows:
• The world is perceived as a collection of "things" and "properties of things".
• A state is the values associated with the various properties at a particular time and space.
• Events occur that can result in a change of state.
• Phenomena are defined as states of things or events that occur to things. Weber (2003) takes the view that "the choice and articulation of the phenomena we are seeking to explain or predict via our theories are the two most-critical tasks we undertake as researchers." A role of a theory is to express "laws" that relate various values of a state. Weber (2003) defines the "account of the phenomena" as "the explanation of the laws that are hypothesized to relate them" and normally uses "constructs," a property of a thing, and association among constructs (a law).
Weber (2012) then introduces the following parts of a theory:
• Constructs: represent an attribute (the way we perceive a property)
• Associations: for static phenomena, relate construct values; for dynamic phenomena, relate histories of values between constructs
• States: identification of state space that is the object of the theory -the range of legal values
• Events: identification of the events that are the object of the theory -the range of legal state transitions.
Using these terms, Weber (2012) then discusses how to build a theory:
1. Articulate the constructs of a theory.
Articulate the laws of interaction (relationships)
among the constructs of a theory.
3. Articulate the lawful state space of a theory.
4. Articulate the lawful event space of a theory.
Although the process is presented linearly, it is important to recognize that theory building is iterative. The process starts with good observations and descriptions, and it improves through inductive/deductive cycles, with anomalies resulting in evolution of the theories. In the early stages of understanding phenomena, it may be necessary to use the theories of other disciplines to first articulate our understandings. As we better comprehend our phenomena, new theories or adapted theories may be developed.
In a similar manner, Sjøberg and colleagues (2008) 
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Measuring Progress in Science
For researchers and funding agencies, it is pertinent to ascertain whether we are making scientific progress: are the scientific contributions meaningful? One key input into such considerations was written by the Committee on Assessing Behavioral and Social Science Research on Aging (Feller & Stern, 2007) . Though motivated by research into aging, their characterization of progress transcends the discipline to other scientific endeavours. The committee identified two kinds of progress: i) internally defined (i.e., characterized as intellectual progress and contributions to science), and ii) externally defined (i.e., characterized by contributions to society).
For internally defined progress in science, the committee identified five types of progress:
1. Discovery: demonstration of the existence of previously unknown phenomena or relationships among phenomena, or when the discovery that widely shared understandings of phenomena is wrong or incomplete 2. Analysis: development of concepts, typologies, frameworks of understanding, methods, techniques, or data that make it possible to uncover phenomena or test explanations of them 3. Explanation: discovery of regularities in the ways phenomena change over time or evidence that supports, rules out, or leads to qualifications of possible explanations of these regularities 4. Integration: linking theories or explanations across different domains or levels of organization 5. Development: stimulation of additional research in a field or discipline, including research critical of past conclusions, and when it stimulates research outside the original field, including interdisciplinary research and research on previously under-researched questions. It also develops when it attracts new people to work on an important research problem.
For externally defined progress in science, the committee identified four types of progress:
1. 
Assessing Theories
Prior to discussing our criteria for assessing contributions to science, we note various criteria that are used to assess theories (Berg, 2009; Cramer, 2013; Sjøberg et al., 2008) : Weber (2012) uses the ontological structure, briefly discussed above, to evaluate a theory from two perspectives: evaluating the components of a theory and evaluating the whole theory. Weber notes that the components of the theory must be described precisely because they essentially define the domain of the theory. From his perspective, a key advantage of precision is that tests can be better designed.
Weber (2012) 
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Precision (Formalism):
Consistent with Weber, we argue that the components of a theory should be described as precisely as possible. Although natural languages are often used in stylized manners to describe concepts "precisely", the "gold standard" is to describe the components formally using mathematical concepts.
Consistency:
The expression of the theory should be internally consistent; that is, there are no contradictions.
Completeness:
In our context, we view completeness from an "expressively complete" perspective in which the theory can describe all of the properties for which it has been developed.
5. Measurability: It should be possible to objectively measure the theory components, particularly the constructs. Key concepts must be quantifiable and the measurements must be objective.
Testability:
The theory components should be amenable to scientific experimentation. This attribute is closely related to both the measurable attribute above and the falsifiable attribute described below.
Evaluation: Testing and Analysis
In Table 1 , we identify five attributes for the evaluation of testing and analysis:
1. Falsifiability: A key attribute/principle of science -it must be possible to show that the theory is incompatible with possible empirical observations.
Accuracy:
The empirical observations should be in line with the expectations of the theory.
3. Repeatability: The empirical observations should be reproducible.
Consilience:
Evidence from independent, unrelated sources can "converge" to strong conclusions.
Parsimony:
Measures the number of kinds of entities postulated by a theory; theories should be as simple as possible for the phenomena being modelled.
Each of these attributes is testing or analyzing the theory and mostly relate to empirical validation. 
Measuring Evaluation
Having defined the various evaluation attributes, we posit some potential values for each of the attributes. For simplicity, we define only three values per attribute:
• Well-formedness 
Applying the Framework
Having defined the framework, we now apply it to two contributions from the science of cybersecurity. These assessments are preliminary, but are intended to illustrate how the framework could be applied.
Phishing in International Waters
At the 2014 Symposium and Bootcamp on the Science of Security (hot-sos.org/2014/), Tembe and colleagues (2014) presented the paper "Phishing in International Waters", in which they reported on a survey of American, Chinese, and Indian Internet users and explored the role of culture in the three nationalities responses to phishing attacks. The authors performed various statistical analyses based on responses to questionnaires and found that there were cross-national differences in agreement regarding the characteristics of phishing, the media of phishing, and the consequences of phishing. Conclusions were drawn in part from the individualistic culture represented by Americans and the collectivist cultures represented by China and India.
The statistical analyses included multivariate analysis of covariance and logistic regression analysis. According to the paper, a logistic regression was used to compare nationality with phishing and the characteristics of the risk profile. Further, the authors reported that a multivariate analysis of covariance was used to compare nationality with characteristics of phishing, types of media, and the consequences of phishing. Notably, neither age nor education had any influence on the likelihood of being phished. Table 2 summarizes our analysis of "Phishing in International Waters" using our framework for assessing scientific contributions.
Selective Interleaving Functions
McLean (2014) presented one of the keynote presentations at the Science of Security conference (HOTSoS, 2014), His presentation, "The Science of Security: Perspectives and Prospects", provided two case studies: one on access control models and the second on information flow models. Here, we assess the scientific contribution of the second case study using our proposed framework. In this second case, McLean examined the evolution of information-flow models and how our understanding in this area has improved over time and has resulted in a compelling framework that could be used to explain information flow models. Table 3 summarizes our analysis of portion of his paper on "Selective Interleaving Functions" and his related earlier paper (McLean, 1994) .
Contribution
In this article, we have presented a framework for assessing scientific contributions to cybersecurity and then applied the framework to two contributions to the Science of Cybersecurity. 
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Particularly, given that development of a Science of Cybersecurity will be a multi-decade exercise, being able to measure progress and contributions, at least incrementally, will provide important objective input into both research and funding decisions and is expected to contribute to a focused research program and accelerate the growth of the science.
Conclusion
The assessment framework presented in this article is preliminary. Specifically, whether the values for each criterion are sensible and whether there should be additional criteria is open for refinement. Weber (2003 Weber ( , 2012 uses an ontological framework to motivate his analysis; future work should build upon these ontological considerations.
Moreover, this type of work can be used to assess "scientific progress". For example, the science of cybersecurity is in its early stages, and it would be beneficial to measure the progress made in the field. Assessing contributions provides potentially rational inputs into the determination of scientific progress and thereby potentially contribute to a focused research program to accelerate the growth of the science.
